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ABSTRACT
Operational Technology has gotten a growing place in our daily
lives. With the increasing number of devices (connected or not),
the need for a clean environment that allows effective and effi-
cient testing is also increasing. Furthermore, some devices are con-
nected to the physical world with the ability to affect it. Assembling
those specific devices with at least a sensor, an actuator, and a (mi-
cro)processor creates Cyber-Physical Systems (CPSs). With such
power in the hands of machines, it is imperative that they behave
as expected and that they resist disruptive environments (whether
from cyber attacks, unwanted noise, or environmental disturbance).
Indeed, the impacts of an unexpected behavior could lead to signif-
icant damage (disruption of the production line, overheating of a
nuclear reactor, false fire alarm, etc.). That is why the safety and the
security of those systems should also be at the center of concerns.
As the definition of those systems is quite simple, one can assemble
various components to create a unique CPS. One could also modify
an existing CPS to satisfy a specific need (e.g., a fire alarm system
modified to detect carbon monoxide in the air, changing communi-
cation protocols or programming languages used for the sake of
maintainability). To test such highly-configurable systems, there are
multiple techniques. Fuzzing works particularly well with any sys-
tem by sending pseudo-random inputs. To adapt to specific systems
and test requirements (coverage, resources, etc.), fuzzing is itself
highly-configurable (Grammar-based, symbolic, probabilistic, etc.).
This is why it could perform particularly well with CPSs, which all
might require a different and specific testing approach depending
on their interfaces, components, etc. Currently, no frameworks al-
low for the classification of CPSs to enable the automatization of
the generation of tests following their requirements. That is why
this thesis will take a configurable approach to find and recommend
the most suitable classification of CPS for testing and comparing
the various fuzzing techniques to find the most effective ones based
on relevant features and requirements of CPSs.

CCS CONCEPTS
• Computer systems organization → Embedded and cyber-
physical systems; • Software and its engineering → Software
testing and debugging.
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1 INTRODUCTION AND MOTIVATION
For years now, information and communication technology (ICT)
has taken a growing place in our physical daily lives. Indeed, even
more objects are now connected to the Internet of Things (IoT) [14]
and this number is expected to keep growing [2]. Furthermore, ob-
jects such as cars [3] and (smart) factories [18] that were previously
not connected are now being introduced. Those interconnected
entities also have the ability to interact with the real world. Indeed,
they compute information from the real world (virtually) which
could result in an action in the said world (e.g., a connected pace-
maker detecting a heart failure and sending an electrical discharge).
This specific kind of entity is called a Cyber-Physical System (CPS)
[19]. Similar to the software product line engineering phylosophy,
those systems are built by assembling various reusable components
[6, 17, 37]: for instance, a temperature sensor could be used to
monitor a connected greenhouse in order to maintain a specific
temperature with the ability to activate a cooling or heating system,
while it could also be used to monitor and manage the tempering
of chocolate in a biscuit factory.

Here are a few examples of those systems in various domains of
application. (1) In healthcare, wireless medical devices presence is
growing in hospitals and operating rooms [22]. (2) Smart factories
through Industry 4.0 aim at increasing the efficiency of the product
line either by reducing the costs or improving the flexibility of the
resources by using interconnected devices, sensors, and actuators
[15, 18]. (3) In aerospace, IngenuityMars copter had to adapt itself to
the aerodynamics of Mars to perform the first successful flight there
[34]. (4) In the automotive industry, advanced driver assistance
systems (ADAS), alongside other technologies, aim at self-driving
and connected cars [3].

As we can see, CPSs are omnipresent in our world and can be
highly critical, as vulnerabilities leading to failure could imply sig-
nificant damages in the real (physical) world [30]. Nevertheless,
this type of system might have been previously discussed in the
past as Embedded Systems. An embedded system is used to imple-
ment dedicated functions, is comprised of microprocessors, and
might use sensors and/or actuators. Usually, no or few changes
are allowed after installation. Due to their design, the correctness
of those systems is highly important as they are mainly used to
perform safety-critical tasks [10]. Based on that definition, one
could consider that embedded systems are components of a CPS.
Circling back to the previously introduced interconnection of CPSs
(alongside connections to the internet), we can say that it increases
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the potential number of vulnerabilities among components. Thus,
testing and quality assurance of those CPSs in design and produc-
tion is of uttermost importance. However, creating holistic tests
(for each component and usage) on short notice is a challenge in
itself. Using randomly generated input is an approach that could
leverage this level of coverage within an allocated limit of time and
resources while not being specific (and widely usable). This type
of testing is called Fuzzing [25] and is one of the most widely used
techniques to find vulnerabilities.

Fuzzing has been widely used in many different ways before and
since its first appearance in the literature by Barton Miller [25] in
the early 1990s. The origin of the word started during a stormy night
while the storm was causing noise on the line. Indeed, this noise
added random characters to the command when it was not sent
quickly enough. The interesting observation was that sometimes
the program crashed on the other side. In the days following this
experience, B. Miller asked his students to look into this type of
testing on the UNIX system [32]. It has been found to enable a tester
or a developer to detect input-based problems that would not have
been thought of during development.

Since then, this specific type of testing tool has evolved into
smarter versions [40] with features such as the use and mining of
grammars [39], code coverage techniques [12], parsing techniques
[36], probability rules [35], and a combination of all these tech-
niques [8] to test systems more efficiently. Indeed, simply generat-
ing random characters in a more or less long string and sending it as
input to specific or nonspecific programs uses an enormous amount
of resources to find potential errors in the code. However, when
eliminating known sources of rejection (e.g., when communicat-
ing with specific protocols by automatically adding corresponding
headers), one can send fuzz (i.e., a random input) in a shape that
will always be interpreted by the targeted program thus, allowing
more efficient usage of the resources. Of course, this is only an
example of what can be done already to perform fuzzing, but it
opens a vast world of optimization for this originally brute-force
type of testing [31].

Nowadays, there are multiple fuzzing tools or fuzzers that are be-
ing developed, tested, and compared against a set of test programs
[5]. However, these are almost all used in nonspecific ways. For
example, AFL is the go-tool when thinking about fuzzing without
regards to the type of system (software, hardware, network) tested,
the targeted system just need to have an interface for AFL to start
fuzzing. Of course, an image fuzzer for adversarial training of ma-
chine learning models [27] will not be the same as Command-Line
Interface (CLI) fuzzers. Still, except for particular tools, there are
no holistic guidelines on how and when (and why) to use specific
fuzzing techniques.

The purpose of this thesis is to rely on a highly-configurable
approach to recommend the use of the most efficient fuzzing tech-
niques and tools based on the identified CPS alongside a set of
testing requirements (time, knowledge, and resources).

2 BACKGROUND
2.1 Cyber-Physical Systems
This section is divided in three to give an insight on how we intend
to tackle our problem in a timely manner. First we need to define

and classify CPS in order to give a proper scope of our work. Then,
we need to find a way to identify a system and properly classify it
before suggesting tests. The main goal is to see if we are able to
identify any system base on our classification scheme. Finally, we
will compare existing fuzzing tools to determine which ones would
be the bests for each CPS or CPS component.

2.1.1 Definition. The concept of Cyber-Physical System (CPS)
shows first traces of appearance in the literature in 2006 during a
workshop carried out by the National Science Foundation (NSF)
of the United States. This workshop led to the creation of three
main founding papers from Lee [19], Sha et al. [29] and Rajkumar
et al. [28]. The definition that we hold on to would be the fol-
lowing: “Cyber-physical systems (CPS) are physical and engineered
systems whose operations are monitored, coordinated, controlled and
integrated by a computing and communication core. This intimate
coupling between the cyber and physical will be manifested from the
nano-world to large-scale wide-area systems of systems. The inter-
net transformed how humans interact and communicate with one
another, revolutionized how and where information is accessed, and
even changed how people buy and sell products. Similarly, CPS will
transform how humans interact with and control the physical world
around us.” [28, p. 1]

Furthermore, IoT is a “concept used to define or reference sys-
tems that rely on autonomous communication of a group of physical
objects” [14]. We can see that the concepts of IoT and CPS (and
embedded systems) are relatively close, which is why all should
be considered when trying to define and classify CPS. One could
consider that embedded systems are components of CPS that make
use of IoT to communicate. When bringing CPS and IoT together
we have the following definition: CPS is a controllable, credible, and
scalable network physical equipment system which deeply integrates
the ability of computing, communication and control on the basis
of information acquisition in IOT. Through the feedback loop of the
interaction between calculation process and physical process, deep in-
tegration and real-time interaction is realized to increase or to extend
new function, so that a physical entity can be detected or controlled in
a safe, reliable, and efficient way. [21, p. 28] We rely on this widely
accepted definition of CPS before performing further research. As
we can see, researchers tend to agree on the definition of CPS so
we can go further into identifying the characteristics of a CPS.

2.1.2 Classification. The University of Berkeley provides us with
a concept map around CPS. This map describes a CPS as being feed-
back system that requires cyber-security, safety, improved design
tools and design methodology, and has an application in a specific
domain [1]. Pushing further the description of a CPS, Tekinerdogan
et al. [33] provide us with a metamodel (Figure 1) and a feature-
based ontology. They describe a CPS as having constituent elements,
non-functional requirements, an application domain, a discipline
(software engineering, civil engineering, etc.), and an architecture.
The constituent elements of a CPS are the following [33]:

• Cyber - element controlling and communicating with the
other elements

• Control - state, disturbance, input, output, goal, feedback,
dynamics, properties, diagnostics, prognostics

• Human (non-mandatory) - role, event, entity, action
• Network - configuration and communication
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Figure 1: The metamodel by Tekinerdogan et al. [33, p. 47]

• Physical - sensors, actuators, plant, controller and environ-
ment

With all this information we can now continue towards the clas-
sification of those systems. For now, the primary classification of
CPSs we found is based on the industry in which they are used.
Cardin provided us with a framework to classify Cyber-Physical
Production Systems (CPPSs) which are the CPSs specific to pro-
duction lines [11]. Miller et al. tried to establish classification rules
for cybersecurity incidents around CPSs [24]. However, there is
still a need for a more general classification of CPSs, which should
allow for easier test generation and orchestration. To tackle this
problem we will analyse CPS from as many domains of applications
as we can and try to determine where similarities and differences
lie when talking about testing.

2.2 System identification
Suggesting tests for a specific CPS requires considering various
situations. Indeed, we could face the need to identify a CPS without
any access to the blueprint (source code, hardware used, etc.) also
referred to as Black Box where we only have access to the system
as it is meant to be used. Access to the entire blueprints would
definitely reduce the time needed to identify a CPS; this is called
White Box. However, we could also have full access to the physical
device and use identification tools or penetration testing (pen-test)
tools to approximate (mine) the design choices that were made,
this is referred to as Grey Box. In any case, the identification of the
CPS is a necessary step. Extrapolating from the IoT for the CPS
connected to a network, we can see that researchers have found
ways to identify such devices (known or unknown). Ortiz et al.
trained a model to recognize specific packets on the network. Their
model was able to identify pairs of IoT devices communicating with
each other and they found that those devices had quite a similar

signature which was different from non-IoT (NoT) devices [26].
However, their model was less accurate when trying to identify
devices not previously seen as some IoT and NoT devices showed
a statistically similar signature. Afterwards, Bremler-Barr et al.
worked on a new model based on three classifiers (Traffic, DHCP,
and a unified one using both previous classifiers). After selecting
network traffic and DHCP features to train their models, they were
able to achieve a higher accuracy than other researchers in correctly
classifying devices as IoT or NoT. The unified classifier was the best
performer by using the traffic features classifier and DHCP features
when available to improve accuracy [9].

Those are only examples of attempts to identify IoT and NoT
devices on the network that could be used to do the same with
a CPS. However, CPSs might not be connected to the internet.
Furthermore, even interconnected CPSs could be using proprietary
protocols that would not be understood or detected by previously
introduced methods. [4]

Focusing more on testing for CPS, Babun et al. [4] reported three
key features for usually identifying a CPS: the type of task per-
formed, the resources available to the CPS and the timing properties
and precision of the message processing and emission. To identify
the class of devices, they also identified three features: device met-
rics, device behavior, and device performance. They analyzed the
possibilities to spoof (impersonate) a device in order to disrupt a
critical infrastructure assuming they were communicating on a net-
work. They proposed Stop & Frisk (S&F) which is a “signature-based
fingerprinting approach that performs CPS device-class identification”
[4]. This identification method was more accurate than previous
work on the matter. To help us solve this problem we will first look
into which resources (codes, proprietary protocols and so on) are
available and where. Indeed, we believe that manufacturers are
sometimes not willing to share all information about a component
or a system to users or even clients. In a second time, based on
those findings we will explore the available methods to gain more
information about a system on one hand and look at the fuzzing
methods available when working with not fully identified systems
on the other hand.

2.3 Comparison and classification of fuzzers
Researchers have already tried to come up with a classification
and description for fuzzers based on the technique used and the
information received from the tested system. They aimed to pro-
vide state-of-the-art vulnerability discovery mechanisms in place
together with a more in-depth focus on fuzzing techniques and
subsequent [20]. An algorithm has also been developed to automat-
ically classify fuzzers with 16 characteristics [23]. This research
provides a chronological view of the various fuzzers that have been
developed since the first paper about fuzzing in the 1990s. Subse-
quently, Boehme et al. [7] summarized the remaining challenges
about fuzzing for the coming years and confronted those challenges
in a survey spread amongst other researchers. They established that
many challenges are still awaiting to be tackled to make fuzzing
more efficient. They separated the challenges into the following cat-
egories: technique automation, human component, fuzzing theory,
evaluation, and benchmark.
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Concerning the benchmark, Beaman et al. compared various
fuzzers in categories based on the technique used (Markov chain, bi-
nary instrumentation, etc.) [5] which gives an interesting overview
over the current capabilities of existing fuzzers. More interestingly,
Eceiza et al. give a summary of the classification of embedded
systems and of fuzzing techniques while challenging the current
choices of fuzzers based on the operating system (OS). They found
that there was several flaws in the conception of fuzzers concerning
the testing of embedded systems (IoT and CPS) [13]. Furthermore,
there are many books explaining the various fuzzing techniques
[40], the tests [32], and fuzzing in general [31].

More recently, Yun et al. provide us with a view of fuzzing
adapted to the needs of embedded systems. They reviewed the
current literature in order to find the most suitable fuzzing tech-
niques and reveal future challenges for the fuzzing of this type of
systems [38].

As we can see, the main approach for the classification and com-
parison is mostly oriented towards the techniques used amongst
the same types of fuzzer and less oriented towards the tested sys-
tem and test requirements (time and resources constraints, design
testing vs production testing, etc.). Tackling this problem is the last
goal of this thesis. Based on the classification and the identification
of CPS we will compare the performance of the various available
fuzzers within a set of constraints.

3 RESEARCH QUESTIONS
The thesis will answer the following research questions:
RQ1. How can we classify CPS to perform efficient testing?

Based on the CPS definition, creation of a classification
scheme oriented toward the orchestration of tests which
current classifications fail to provide. This will be used to
provide a robust test framework.

RQ2. What are the best fuzzing techniques for each CPS
type? Compare fuzzers and fuzzing techniques following
the CPS classification to produce a recommendation frame-
work. Based on the many fuzzing techniques, we’ll identify
the most relevant ones. The main metrics will come from
research papers suggesting a fuzzing tool and comparing it
to other ones using a test set.

RQ3. What is missing from the fuzzer landscapes to have a
holistic fuzzing toolbox for CPS? Identify the research
opportunities from the production of the framework.

RQ4. Which type of non-existing fuzzer would contribute
the most to the testing of CPS? Start developing a missing
fuzzer.

In a nutshell, this thesis will have four main steps. The first step
will be focused on understanding and laying down the context with
the classification of CPSs (RQ1). Then, we will establish the list of
possible automated testing approaches for the different CPSs with a
focus on fuzzing and comparing the available tools (fuzzers) (RQ2).
Afterwards, we will look into what the missing fuzzers are to be
able to perform tests on all the different CPSs in the classification
framework (RQ3). Finally, we will develop a fuzzer missing from
the current landscape that will contribute to the tools available for
testing CPSs (RQ4).

4 RESEARCH METHODOLOGY AND
APPROACH

We will use a Design Science approach with case studies carried
on at industrial project partners’ site. This research has a strong
industrial orientation with a primary focus on Belgium. In order
to provide testers with a useful test framework for CPS we will
carry out interviews and a large survey that we will send out to
various industrial actors which are actual users of CPSs. This will
allow us to perceive the most realistic view of the challenges re-
lated to testing CPSs in those various industries. Afterwards, we
will try to propose a classification framework for CPS that will
ease the testing of those systems within specific contexts. To test
this framework we will classify CPSs from different industries and
see how they fit. Then, for each type of CPS (or CPS component
depending on the classification) in the framework we will try to
find the best working fuzzing techniques by comparing the capable
fuzzers among each other using meaningful criteria such as the
vulnerabilities found or the time and resources needed for the test.
Finally, we will establish the list of missing fuzzers for testing the
whole classification framework based on the previous analysis of
the literature and available tools we realised when comparing the
fuzzers among each other. As an extended contribution we will
work on reducing the list of missing fuzzers from our list by cre-
ating a relevant one. The framework produced during the thesis
will be empirically validated together with the industrial partners
of the project and on existing benchmarks [16].

5 PRELIMINARY RESULTS
The research started in September 2022. We currently do not have
concrete results yet, but we shared a survey to various industrial
actors and the results should arrive in the coming months. The
survey was mainly focused at the discovery on how the users of
CPS were dealing with testing their systems. It was build following
open interviews with an industrial actor and four researchers from
two Belgian research centers working on CPS. Is there any testing?
Where does this testing happens? Do the manufacturers provide
test results or testing tools? Are examples of questions we try
to answer. Given the industrial emphasis of this study, we plan
to submit the results to an industry track before the end of the
summer. Following the project plan this research will have a strong
industrial relationship. Although it will not be an Action Research,
it will share most of its markers by pushing the research following
industrial feedback.

6 WORK PLAN
During the first year I will Continue to review the literature on
CPS, embedded systems, IoT, real time systems, testing and quality
assurance and send out a survey to industrial actors. I will also try
to publish the classification scheme based on the survey. During
the second year, I will try to find the most fitting testing methods
based on the classification scheme and compare fuzzers among each
other using studies carried out by other researchers to determine
the most fitting ones. I will attempt to publish the results. During
the third year I will try to figure if there are missing fuzzers that
would benefits to CPSs on the classification scheme and prototype
an automated testing tools for CPS (based on its identification and
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classification on the scheme). I will try to publish the list of missing
fuzzers and the automated tool. During the fourth year I will start
to compile my thesis and create a fuzzer myself that I will try to
publish.
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